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The Customer Economics

of Internet Privacy

Roland T. Rust
P. K. Kannan

Na Peng
University of Maryland

The World Wide Web has significantly reduced the costs of
obtaining information about individuals, resulting in a
widespread perception by consumers that their privacy is
being eroded. The conventional wisdom among the tech-
nological cognoscenti seems to be that privacy will con-
tinue to erode, until it essentially disappears. The authors
use a simple economic model to explore this conventional
wisdom, under the assumption that there is no government
intervention and privacy is left to free-market forces. They
find support for the assertion that, under those conditions,
the amount of privacy will decline over time and that pri-
vacy will be increasingly expensive to maintain. The au-
thors conclude that a market for privacy will emerge,
enabling customers to purchase a certain degree of pri-
vacy, no matter how easy it becomes for companies to ob-
tain information, but the overall amount of privacy and
privacy-based customer utility will continue to erode.

The advance of civilization is nothing but an exer-
cise in the limiting of privacy.

—Isaac Asimov

Civilization is the progress toward a society of privacy.
—Ayn Rand
Science fiction writer Isaac Asimov and political novel-

ist Ayn Rand take opposite sides with respect to the even-
tual outcome with respect to privacy. It is clearly the case,
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as Asimov might argue, that technology is getting better
and better at obtaining and processing personal informa-
tion and that this trend has been greatly accelerated by the
advent of the Internet. However, Rand implies that the eco-
nomics of a competitive marketplace will protect the indi-
vidual and maintain his or her privacy. Who is right? Our
approach is to take the main features of both of their argu-
ments (the advance of technology and the existence of a
competitive marketplace) and to project the result, given
no government intervention, using a simple economic
model. We conclude that if privacy is left to market forces,
the future will be a mix of the Asimov and Rand points of
view. That is, privacy will continue to decline, but it will
not go away because the emerging privacy industry will
persist indefinitely, although it is likely to shrink over time
as the maintenance of privacy becomes more expensive.

INTERNET PRIVACY—
AN EMERGING ISSUE

While customer privacy has always been a significant
issue in marketing, it has assumed a greater significance in
recent years with the advent of Internet-based commercial
transactions. To take advantage of the key benefits of
online transactions such as convenience, customers need
to trade off by providing valuable information about them-
selves—Dbe it name, address, credit card number—all in
pursuit of seamless and effortless online transactions
(Feldman 2000). In fact, it may be quite impossible for
customers to transact business on the Internet without
revealing information about themselves that they may be
unwilling to share. Also, the higher the levels of service
customers demand, the more information they may have to
provide to get the required service. Consequently,

Downloaded from http://jam.sagepub.com at SAGE Publications on December 2, 2009


http://jam.sagepub.com

456  JOURNAL OF THE ACADEMY OF MARKETING SCIENCE

Internet-based transactions are creating large databases of
information about customers, their demographics, and
their purchase habits. In many cases, the customer himself
or herself enters this information into the databases, thus
rendering the costs of obtaining such information much
lower than in traditional transactional situations.

In addition to the customer information that is volun-
tarily provided by customers themselves, businesses can
also collect information on customer online behavior
using cookies and click-stream analysis, which do not
require the conscious participation of the consumer. The
advances in technology and rapidly falling costs of com-
puting technology, which render such data collection easy
and cheap, also make it relatively easy and cheap to store,
retrieve, and mine the information to develop customer
profiles, behavior profiles, and insights for targeting and
discriminating customers. Efficient and cost-effective
data-mining techniques and data-warehousing technology
allow marketers to analyze the growing information pool
to understand and target their customers better (Markoff
1999; Richards 1997). Finally, the network environment
within which customer information is collected and coded
also makes it easy to distribute and/or sell the information
efficiently, thus aiding the process of combining bits and
pieces of seemingly disparate customer information to
develop full, integrated profiles of consumers and their
behavior (Rombel 2001). Thus, owing to its very structure
and characteristics, the Internet environment is providing
the impetus to create more and better customer informa-
tion and at significantly lower costs as compared to those
characterizing physical transactions.

The Erosion of Privacy on the Internet

For the purposes of this article, we define privacy as the
degree to which personal information is not known by oth-
ers. Many forces accelerated by the Internet would seem to
erode privacy based on this definition.

For example, while the costs of obtaining and process-
ing information about consumers are decreasing with the
advances in technology, the value of consumer informa-
tion for businesses has been increasing. This trend is the
natural outcome of the evolution of business strategies
from a mass-market approach to segmentation, niche mar-
keting, and personalization approaches (Mason 1986;
Richards 1997). In the fiercely competitive markets,
demands for greater economic efficiency and improved
customer loyalty have given rise to greater demands for
more detailed information about customers that can help
in segmenting and targeting customers. As a result, online
businesses are economically motivated to gather and use
greater amounts of customer information. Due to its multi-
dimensional character, the Internet holds great promise of
becoming a powerful marketing tool through intelligent
use of customer information (Richards 1997). This greater
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need for customer information, however legitimate, is nat-
urally leading to pressures on customer privacy and its
gradual erosion.

The online privacy problem is further exacerbated by
the very structure of computer systems and the Internet.
The initial design of personal computer systems was never
intended to be privacy-friendly or to be used in social con-
texts, and thus the system is particularly leaky from a pri-
vacy viewpoint (Lester 2001). In addition, compared with
some other media, the Internet is woven into people’s lives
in a more intimate way as it connects people with places
and people with people. Gradually, the applications of new
technologies have eroded the distinction between public
and private space and compromised the very idea of pri-
vate space “by establishing long-lived interconnections
among formerly separate spaces” (Bellotti 1997). Conse-
quently, consumers can no longer depend on the intuitive
sense of place and presence that governs their observable
behavior to ensure that they are not watched or recorded,
thus lowering the privacy barrier.

Even when customers voluntarily provide information
to a marketer on the Internet, their privacy is often compro-
mised. Sometimes the information a visitor provides to
one Web site might bleed into another without the cus-
tomer realizing it. This compromises customers’ informa-
tion privacy on two dimensions: environmental control
and control over secondary use of information (Hoffman,
Novak, and Peralta 1999). On the dimension of environ-
ment control, the leaky systems and networks allow hack-
ers to obtain customer information illegitimately. The
structure of the Internet also compromises customers’
ability to influence how marketers use customers’ personal
information subsequent to its collection. Although the sec-
ondary use of personal information violates the principle
of autonomy (Foxman and Kilcoyne 1993) and is consid-
ered an invasion of consumers’ privacy (Cespedes and
Smith 1993), commercial Web sites are still selling or rent-
ing consumers’ names, addresses, telephone numbers, and
purchase histories to interested marketers. Therefore,
although the Internet provides convenience for its users, it
also fosters the abuse of its features and erodes customers’
privacy.

The Future of Privacy—
Conventional Wisdom

It is clear from the preceding discussion that the mar-
keting practices on the Internet that give customers little
control over their information, combined with the leaky
structure of the network environment, have led to signifi-
cant Internet privacy concerns. As a U.S. Senate (2000)
report states, “Companies are able, because of recent tech-
nological advances, to collect a vast amount of informa-
tion about online consumers, often without that con-
sumer’s knowledge or consent” (p. 2). In fact, no other
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medium has been a “catalyst of such a wide range of criti-
cisms regarding privacy invasion” (Richards 1997).
Although many Web sites have adopted privacy policies
under pressure from consumer groups, many others still
continue selling consumer information to marketers
(Clark 2000). In 1999, Enonymous.com, a Web privacy
rating company, found that in more than 30,000 Web sites,
only 3.5 percent of Web sites never shared personal infor-
mation with third parties, and 73 percent or 22,000 sites
had no privacy policy at all (enonymous.com 2000). Given
the increasing demand for valuable customer information,
many consider the privacy battle already lost. This has led
to such comments as the following from Scott McNealy,
the chief executive officer of Sun Microsystems: “You
have zero privacy anyway. Get over it” (Lester 2001).
Given the increasing value of information, the tremendous
technological advances that make it easy to collect cus-
tomer information, and the decreasing the cost of obtain-
ing such information, one school of thought holds that pri-
vacy will continue to erode at an exponential rate until it
virtually disappears. It is believed that the ability of indi-
viduals to protect their information privacy is almost non-
existent, leading Harper (1998) to argue that there is only
one choice to protect Internet privacy—turning off the
computer.

Opinion is divided as to how this trend of decreasing
privacy could be stopped before privacy invasion practices
become an established pattern and get ingrained in the
Internet economy. Some believe that the only way to
reverse the trend is for the government to legislate and
monitor privacy practices of businesses. Others who are
more skeptical of government intervention hold the view
that industry self-regulation, under pressure from con-
sumer advocacy groups and market forces, is a viable solu-
tion for protecting customer privacy. Their argument is
that if consumers punish businesses engaged in dubious
privacy practices, then businesses will have an incentive to
self-regulate. While the debate on the pros and cons of
government legislation versus industry self-regulation
continues, there is an emerging view that privacy will
become so valuable for customers that there will be an
emerging market for it, with companies providing the pri-
vacy protection that customers demand. This market, the
proponents of the view argue, will work to maintain the
privacy equilibrium in the Internet economy. The very
technological advances that erode privacy can also be used
to protect privacy that customers demand.

In this article, we propose a simple model to provide
insights into the above issues. What is the future for
Internet privacy? Will privacy continue to erode as many
expect? Can a market for privacy maintain a steady level of
privacy in the Internet economy? What kinds of privacy
mechanisms can ensure a steady market? In the next sec-
tion, we propose our model. In the third section, we dis-
cuss, in light of our model results, the various business
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models that could emerge in an industry for Internet pri-
vacy. We discuss areas of future research and conclude in
the fourth section.

AN ECONOMIC MODEL
OF INTERNET PRIVACY

If we are specific about our assumptions, then a simple
model may serve to explore their implications. We make
some seemingly noncontroversial assumptions about the
psychology and economics of privacy, how privacy is
affected by information gathering, and how the cost of
information gathering is affected by technology, and we
show how these assumptions lead inexorably to the rapid
growth and eventual slow decline of a privacy industry.

Assumptions

We explore our model from the standpoint of industry
(viewed as a representative company) and a typical cus-
tomer. This may be thought of as a monopolist model with
one customer. The simplifications (one customer, one
company) greatly facilitate the mathematical develop-
ment, with minimal loss of the central operating mecha-
nisms. Despite its simplicity, the model is sufficiently
complex to illuminate the most important insights. Such
simplifications are frequently employed in economic
modeling.

Our economic model is driven by a small set of plausi-
ble assumptions that are translated later into the model for-
mulation. First, we assume that technology (which we
view broadly as capability for efficiency) is continuously
advancing. In fact, most measures of the increase of tech-
nology suggest that the rate of advance is quickening. Ex-
cept for a few isolated and temporary occurrences (e.g.,
the destruction of advanced civilizations by primitive
tribes), the march of technology has been a constant
throughout human history. Thus, our first assumption is as
follows:

Assumption 1: Technology is advancing over time.

A result of advancing technology (especially in the past
150 years) is that technologies for gathering and analyzing
personal information also move forward. This reduces the
cost of obtaining and processing personal information.
Thus,

Assumption 2: As technology advances, the cost of obtain-
ing and processing personal information declines.

From the psychology literature, we know that each in-
dividual has a desired optimal level of stimulation (Menon
and Kahn 1995; Raju 1980) and a desired personal space
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(Hall 1966). We also know that each individual has a de-
sired level of privacy (Larson and Bell 1988). Too little pri-
vacy is uncomfortable, but too much privacy is also
uncomfortable because of loneliness (Hosman 1991).
From these findings, we assume the following:

Assumption 3: From the customer’s point of view, there
is an ideal level of privacy. Too little privacy is unde-
sirable, but too much privacy is also undesirable be-
cause of loneliness.

Methods of protecting privacy exist (Cavoukian and
Tapscott 1996), and the provision of privacy services rep-
resents a basis for making money from customers (Lester
2001). On the basis of this, we have the following:

Assumption 4: The company may offer privacy for sale,
for a fixed price, per unit of privacy.

Information is the enemy of privacy. That is, privacy is
invaded by information obtained, and a unit of privacy may
be thought of as a given amount of information revealed.
Hence, privacy provided means information that is not ob-
tained. From this, we have the following:

Assumption 5: Each unit of privacy sold is a unit of infor-
mation that the company does not have.

Some information is not cost-effective for the company
to obtain. That information has no sale value because the
customer’s privacy with respect to that information is not
under threat. Only the information that might be collected
and used is of value to the customer. Hence,

Assumption 6: The information considered for sale is that
information for which the value of a unit of informa-
tion (to the company) exceeds the cost of obtaining
and processing it.

An Alternative Interpretation

It is interesting to note that the above assumptions, as
well as the model that results from them, also are consis-
tent with an alternative interpretation. In Assumption 5,
instead of the firm offering privacy for sale, it might
instead pay the customer for information. The result is for-
mally identical. That is, in either case, the customer faces
the decision of whether to have more money or more pri-
vacy, with the company having more information or more
money as a result. In fact, there may be a combination of
the two interpretations at work, with no ill effect on the
model and its conclusions, which are identical under either
or both interpretations.

FALL 2002

Model Formulation

Based on Assumption 3, we write the customer’s utility
function as follows:

UXX)=aX - bX — PX = (a— P)X - bX, (1)

where X is the number of units of privacy purchased, ais a
“desire for privacy” parameter, b is a “loneliness” parame-
ter, and P is the price charged per unit of privacy. The terms
aX—bX’represent an inverted U function of privacy, which
implements Assumption 3, which says that there will be an
ideal level of privacy. The PX term represents the amount
of money paid to the company to preserve privacy. The
customer wishes to maximize U(X) with respect to X.

Assumptions 4, 5, and 6 form the basis for the com-
pany’s profit function, which is written as

(P)=cX+PX—-vX=(P-(-0c)X, 2

where c is the cost per unit of information obtained, and v
is the value of each unit of information to the company.
This equation may not be obvious at first glance, so some
explanation is called for. The cX term says that each unit of
privacy makes one unit of information collection unneces-
sary, which saves c in information collection costs. On the
basis of Assumption 6, we know that the company would
have collected the information otherwise. The PX term is
income from providing privacy. The vX term says that each
unit of privacy deprives the company of one unit of infor-
mation, reflecting Assumption 5.

Equilibrium Solution
The equilibrium solution is straightforward, so we do

not show the derivational details here. The solution is the
following:

P=(a+W-0)2, (3)
X =(a—(v—c))/4b, )
I1=[(a—(v-c))/8h, (5)
U=[(a—(v-c)1/16b. (6)

Defining the market for privacy, M, as the amount spent
to protect privacy, we have

M=PX=[d - (v-c)]/8b. @)
Comparative Statics

Examining the equations above, we can explore the
comparative statics of the equilibrium. That is, given
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changes in the parameters that describe the market, how
will the equilibrium solution change? We will not show the
equations because they are simple calculations of the par-
tial derivative with respect to the input parameter.

As desire for privacy (a) increases, we see increases in
the price of privacy (P), amount of privacy (X), and the
market for privacy (M). This is not surprising because it is
the desire for privacy that makes the privacy market both
possible and lucrative.

The loneliness parameter (b) works in mostly the oppo-
site manner. While an increase in loneliness has no impact
on price, it does result in a decrease in the amount of pri-
vacy and the market for privacy. This is not surprising
because more loneliness means that privacy is less
attractive.

As the cost of information (c¢) decreases, we find that
the price of privacy increases, the amount of privacy
decreases, and the market for privacy shrinks. These
changes also are intuitive. If information is less expensive
to obtain and process, then it is more valuable, and custom-
ers will be forced to pay more to cover the opportunity cost
from obtaining and processing the information. The higher
the price of privacy, the less privacy is demanded. As it
turns out, the decrease in demand overwhelms the increase
in price, resulting in a shrinking market for privacy.

As the value of information (v) increases, we find that
the price of privacy increases (because companies have to
receive more to forfeit their valuable information), and the
increased price causes the amount of privacy to decrease.
Again the market for privacy shrinks because when infor-
mation is valuable enough, companies would rather be in
the information business than the privacy business.

The Path of Time

On the basis of Assumptions 1 and 2, we can see that the
path of time is the direction of decreasing costs of obtain-
ing and processing information. So in other words, by
tracking how the market for privacy changes as costs of
information decrease, we are actually tracking how the pri-
vacy market will change over time. Figures 1 through 4
show how the privacy market will change over time, given
the assumptions of our model. Using the cost of obtaining
and processing information as our x-axis, the path of time
is right to left. We have drawn arrows on each figure to
show the direction of time.

Figure 1 shows the amount of privacy. The amount of
privacy is a/2b until the cost of obtaining and processing
information reaches v. Then there is a discontinuous jump
down in the amount of privacy, to a/4b. At that point, the
market in privacy kicks in and moderates the decline. Pri-
vacy continues to decline but at a slower rate. Even if the
cost of obtaining and processing information goes to zero,
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FIGURE 1
How the Amount of Privacy
Will Change Over Time

Amount of
Privac; - A .
y (Arrow indicates direction of time)

a/2b -IT-

A

adb

(a-v)/4b _|

v

Cost of Obtaining and Processing Information

the amount of privacy does not go to zero but instead bot-
toms out at (a — v)/4b, reflecting the fact that the privacy
market will not disappear.

Actually, the market for privacy is an aggregation of
many markets, each with somewhat different cost struc-
tures, meaning we are likely to be at varying parts of this
curve in different parts of the economy. Nevertheless, the
overall pattern of a precipitous decrease in privacy, fol-
lowed by a moderating decline after a privacy market
emerges, is likely to hold in the aggregate.

Figure 2 shows the price of privacy as a function of the
cost of obtaining and processing information. Until cost
reaches v, privacy is free because it costs companies too
much to collect information. At that point, the privacy
market emerges, with a price of a/2 that progressively
increases over time, increasing linearly with the reduction
in information costs. The price eventually approaches (a +
v)/2 as the cost of obtaining and processing information
approaches zero.

Figure 3 shows the profits from the privacy market as
the cost of obtaining and processing information
decreases. Again, until cost reaches v, there is no market
for privacy. At that point, profits from the privacy market
shoot up to a*/8b, only to decrease again (and at an increas-
ing rate) until profits approach (a — v)*/8b as costs
approach zero. This indicates that there will still be a via-
ble privacy market, even if costs of obtaining and process-
ing information go to zero.
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FIGURE 2 FIGURE 4
How the Price of Privacy How Customer Privacy
Will Change Over Time Utility Will Change Over Time
(Arrow indicates direction of time) Customer
Utility
Price of Z*F <
Privacy (a-b)X
(a+v)/2 a¥16b
a2 | (a-v)716b
i
i |
i !
|
:‘ Cost of Obtaining and Processing Information
v .a+v
Cost of Obtaining and Processing Information
There is utility from privacy and disutility from having to
pay for it. Putting the two together, we can see that utility is
FI_GURE 3 maximized when companies have not yet begun eroding
. How_ Privacy Market . privacy. When information becomes cheap enough to
Profits Will Change Over Time obtain, utility drops due to the decreased privacy and then
continues to drop, but at a decreasing rate, as customers
(Arrow indicates direction of time) begin to repurchase their lost privacy.
Profits
from
Privacy
Market BUILDING AN INDUSTRY
IN INTERNET PRIVACY
Our model indicates that as the cost of obtaining and
’ processing information decreases, the emergence of a pri-
e ; vacy market is inevitable, but that market is not enough to
| . . . .
i reverse the decline of privacy. A privacy market is already
! . . . . .
i emerging to provide online privacy to interested consum-
! . . . . .
i ers amid the various organizational mechanisms that are
a—vy ! . . . .
(o i evolving to arrest the decline of online privacy. At the con-
| .
i sumer level, many consumer advocacy groups (e.g., Pri-
| .
j« vacy Foundation and Center for Democracy and Technol-

v

Cost of Obtaining and Processing Information

Figure 4 shows customer utility as a function of the cost
of obtaining and processing information. Privacy-based
utility has two elements, as we can see from Equation 1.

ogy) educate consumers regarding their privacy rights and
lobby the government and various regulatory agencies
regarding appropriate regulations to safeguard consumer
privacy. At the online marketers’ side, associations (e.g.,
Center for Social and Legal Research, and Online Privacy
Alliance) are being formed that focus on industry self-
regulation or policing the practices with regard to consum-
ers’ privacy. In addition, many organizations are creating
distinct job positions such as chief privacy officer (CPO) to
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oversee privacy protection practices within their organiza-
tion, partly in reaction to high-profile privacy blowups
over companies collecting and using data (e.g.,
DoubleClick’s fiasco over consumer data collection and
Amazon’s pricing experiment over the Web), partly due to
the realization that privacy protection is key to developing
consumer trust and revenue, and partly to ward off legisla-
tion from the government. Finally, many third-party orga-
nizations have emerged to create the privacy market by
acting as intermediaries between consumers and market-
ers. The three types of intermediaries operating in today’s
privacy market include the “anonymizers,” the
“infomediaries,” and the “authenticators.”

The anonymizers are third-party infrastructure provid-
ers that provide consumers the capability to surf the Web
and send e-mail anonymously. Good examples of such
organizations include Zero-Knowledge and Privada Inc.,
which provide anonymous browsing systems (Petersen
2001). They essentially provide cloaking services to con-
sumers through untraceable pseudonymous identities at a
monthly service charge of $50 to $60. Given that ISPs gen-
erally charge a $20 monthly service fee, consumers essen-
tially pay $30 to $40 per month for the privacy-anonymity
feature. The appeal of the anonymizers may not be univer-
sal, as not all consumers may want such total privacy.
According to Westin (1967), the consumer population can
be segmented into three groups based on their attitudes
toward privacy: on one extreme, we have the privacy fun-
damentalists (those who are deeply concerned about pri-
vacy rights and breaches of privacy); at the other extreme,
there are the privacy unconcerned (those who do not care
about privacy and freely provide information); and those
in the middle are called the privacy pragmatists (those who
are willing to share information based on what they get in
return). While the anonymizers may appeal to the privacy
fundamentalists (Lester 2001), they may not appeal to pri-
vacy pragmatists, who may not value the complete “loneli-
ness” (b) the anonymizers provide. However, it is clear
from our model that as the costs of obtaining and process-
ing information decrease and their valuation increases,
anonymizers will be under increasing pressure to raise
their prices to safeguard anonymity. This will lead to
shrinking market shares in the equilibrium and a focus on
consumer segments with very high valuation for privacy.

Other infrastructure providers provide some control to
consumers as to how much privacy they want as they surf
the Web. For example, Microsoft plans to add a privacy
technology called Platform for Privacy Preferences (P3P)
in its upcoming version of its browser (Internet Explorer
6.0) (Bowman 2001). With P3P, consumers surfing the
Web can configure their browsers to dictate whether they
will relay personal information to specific sites (accept or
reject cookies) based on those sites’ privacy policies. This
feature allows consumers to control the level of privacy
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protection they desire instead of complete anonymity and
thus may appeal to the privacy pragmatists.

Since the Internet Explorer comes free, it may seem
that consumers are getting privacy services for free, but
this will not be the case. First, there is cost involved at the
consumers’ end in deciding how much privacy is desired
and in learning and setting the appropriate controls on the
browser. Second, given the increasing valuation of infor-
mation, work may already have begun by marketers to
devise ways to obtain consumer information despite the
P3P technology (Bowman 2001). This will obviously lead
to decline in privacy and additional costs to protect it.
Thus, in the context of our model, Microsoft’s P3P is only
a temporary solution to arrest the decline in privacy.

Microsoft’s P3P could well fall into the category of an
“infomediary” business model. Infomediary organiza-
tions, such as Lumeria and Persona, allow consumers to
store their personal information in their own so-called
“profiles.” These profiles could contain demographic
information, psychographic information, preference data,
and current shopping interests, depending on what each
consumer wishes to provide. Marketers interested in tar-
geting these consumers join the network provided by these
organizations. Advertisements are targeted to individual
consumers based on the “opt-in” principle—consumers
choose to “opt in” to advertisements/marketers that they
wish to see. Marketers get to target their messages to spe-
cific demographic profiles, while consumers get messages
from only those marketers or category of marketers they
have given permission to. This creates a win-win situation
for both consumers and marketers. The revenue from
advertisements goes directly to the consumers, with the
infomediaries taking a small margin (Lester 2001). In the
context of our model, infomediaries provide privacy pro-
tection by restricting the passage of private information to
only those whom the consumers have given permission to.
This system does lower consumers’ privacy (privacy still
decreases as consumers provide information to some mar-
keters, if not all), but consumers receive payment in return.
Thus, in the ideal situation, their overall utility remains
nondecreasing. In addition, their “loneliness” (lack of
interaction with or communication from preferred market-
ers) is reduced, thereby contributing their overall utility.
There is no out-of-pocket cost to consumers for participat-
ing within the network, but to the extent that the “custom-
ization” provided by the infomediary is inadequate, there
are externalities present. For example, the network may
not include the specific marketers from whom consumers
would like receiving communication. In this case, the
disutility in receiving communication from second-best
marketers may exceed the payment the consumers receive
in return.

While the “infomediary” model may appeal to privacy
pragmatists, the overall success of the model depends on
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the coverage of the network (in terms of the type of mar-
keters consumers wish to receive communication from),
the degree of customization the consumers receive, and the
revenue consumers receive in return for their information.
If the infomediary market is too fragmented, then the
above conditions may not be realized, and thus the market
may not exist in equilibrium. On the other hand, if the mar-
ket consists of a few players, each with significant market
coverage, then it augurs well for the privacy market.
While the increased valuation of consumer information
may lead to marketers breaching privacy even within an
“infomediary” system, some of these organizations could
use monitoring mechanisms to ensure appropriate compli-
ance by marketers (Kannan, Chang, and Whinston 1998).

The third type of intermediary, authenticators, consists
of organizations that audit the privacy practices of online
marketers on the basis of established privacy norms.
Examples of such organizations include TrustE, which
provides the TrustE seal of approval to Web sites that meet
their privacy standards, and traditional audit organizations
such as PricewaterhouseCoopers, which audits companies
such as Microsoft, Expedia, and DoubleClick on how well
they live up their stated privacy policies. These audit ser-
vices can cost several million dollars, which is borne
entirely by the organizations that request them; in addi-
tion, the service provider audits privacy policies, practices,
and potential breaches to privacy by the organization and
its employees. To the extent that consumers look for the
seal of approvals from these authenticators and choose to
do business with only reputed organizations that respect
their privacy, their privacy is protected. Privacy pragma-
tists and privacy unconcerned may choose the above solu-
tion as a viable approach to safeguard privacy, while it may
not appeal to privacy fundamentalists, who may want a
more proactive approach. In the context of our model, con-
sumers may not directly pay out of their pockets for such
services, but they may pay indirectly through the premium
they pay for goods and services they purchase from these
reputed organizations. From the consumers’ perspective,
the extra premium they pay for such privacy protection
could be much less than the reduction in their privacy risk
costs, thus leading to an increase in overall utility. Since
the premium may appeal to only those consumers with
higher valuations for privacy, the authenticators cannot
completely halt the decrease of consumer privacy, as other
consumers may still choose to do business with organiza-
tions with less stellar privacy practices.

The net impact of the above three types of intermediar-
ies would be to create a viable privacy market. Each model
may appeal to different segments of consumers, and while
privacy on the whole would decrease over time, these
models can ensure that a market for privacy exists even
under limiting conditions. In addition, nonmarket forces
such as legislation (or fear of government legislation
among marketers, leading to self-regulation and the need
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for authenticators) would ensure that privacy does not
totally disappear.

AREAS FOR FUTURE RESEARCH

In developing our model, we have made several
assumptions, one of which is that the cost of obtaining and
processing personal information decreases over time.
However, this is based on the premise that technological
developments would make it easier to collect and analyze
personal information. However, there is a school of
thought that contends that technological developments
would make it very easy for consumers on the Web to
ensure anonymity. Already there are tools and technolo-
gies that allow consumers surfing the Web to assume
untraceable pseudonyms, set up private chat rooms, cloak
their surfing and behavioral patterns on the Web, and
ensure confidentiality of all interactions (Loeb 2000). If
the costs of designing and using such technology drop sig-
nificantly over time, then it is conceivable that more con-
sumers would adopt such technology and tools, and their
appeal may move beyond the privacy fundamentalists to
the privacy pragmatists. In such a case, it is conceivable
that the costs of obtaining and processing personal infor-
mation could increase over time rather than decrease. It
may be an interesting exercise to examine how the privacy
market would evolve under conditions of increasing cost
and increasing valuation. However, evidence suggests that
technological developments are more active in the area of
personal information collection and analysis than privacy
protection, so the net impact could be decreasing costs
nevertheless.

Our discussion in the previous section has presented
different mechanisms that are emerging to build a privacy
industry. However, it is not clear how effective they are in
safeguarding consumers’ privacy while still creating an
online environment in which consumers could conduct
social and business interactions online. For example, it
would be very interesting to examine whether intermediar-
ies such as anonymizers can create a climate in which con-
sumers can freely transact online. Are their risk percep-
tions any lower? Do consumers using such systems regard
businesses as their “enemy”? Can such systems allow trust
to be established between businesses and consumers?
Does the environment inhibit their online behavior, and if
so, what are the implications for e-commerce? Extant
research has shown that the privacy risk perception, rather
than the objective safeguards that are instituted, plays an
important role in online consumer behavior (Hoffman
et al. 1999). It would be very useful to examine how the
different mechanisms—anonymizing, informediation,
and authentication—affect consumers’ perception of pri-
vacy risks and their online behavior. Such research may
also provide insights into the efficacy of these different
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mechanisms and how the market for privacy might evolve
over time.

CONCLUSIONS

In this article, we have presented a simple economic
model to explore how individual privacy will fare over
time, assuming no government intervention. We find sup-
port for the conventional assertion that the amount of pri-
vacy will decline over time and that privacy will be
increasingly expensive for consumers to maintain. Our
model suggests that a market for privacy will emerge that
will enable customers to purchase a certain degree of pri-
vacy, no matter how easy it becomes for companies to
obtain information, but the overall amount of privacy and
privacy-based customer utility will continue to erode. On
the basis of the emerging trends in the privacy industry, we
have also provided details of possible market mechanisms
through which a market for privacy could be maintained.
The exact nature of this market may well rest on how effec-
tively these mechanisms perform over time in protecting
consumer online privacy. While the research questions
highlighted in the previous section may shed some light on
this issue, the nature of the market may also depend on the
specific technological developments that are ongoing cur-
rently, such as wireless technology, bioengineering, and
security technologies (Zerega 2001). It would be interest-
ing to watch how they play an important role in shaping the
market.
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